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HacTtpowuka orpaHU4YeHHOro
AenernpoBaHua Kerberos ana npokcu-
CTpaHu1L, Beb-perncrpaumm

CraTba » 21.02.2024

B 3TOM cTaTbe NpMBOAATCA NOLUAroBble MHCTPYKLIMM MO peanm3aunmn cay>Kbbl ans
nosab3oBaTtens B Nnpokcu-cepsep (S4U2Proxy) nam orpaHM4yeHHOro genernpoBaHuns
Kerberos B nonb30oBaTenbCKOM yUETHOW 3anncK Cay>6bbl AN NPOKCU-CTPaHUL, BEO-

perncrpaumm.

UcxoOHbIl Homep 6a3el 3HaHUU: 4494313

CBoaka

B 3TOM cTaThe NprBeAeHbl NOLIaroBble MHCTPYKLMM MO peanmsaumm cay>6bl ans
nosab3oBaTens Ha npokcun-cepsep (S4U2Proxy) nam orpaHMYeHHOro AenernpoBaHns
Tonbko Kerberos ana ctpaHuy, npokcn-cepeepa Beb-pernctpaumu. B aton cratbe
OMucaHbl cieayrowme CLueHapuy KoHpurypaummn:

e HacTpoika genermpoBaHus A5 NOJAb30BaTENbCKON YUETHON 3anmncK ciy>cobl

e Hactpowka genernpoBaHusa yuetHon 3anucu NetworkService

® MpumeyvaHmne

Paboune npouecchl, onvcaHHble B 3TOM CTaTbe, OTHOCATCSA K ONpeAeneHHon cpese.
OaHu n Te xxe paboune npoueccbl MOryT He paboTaTb B gpyrouv cutyaumm. OgHako
NPUHLMMNbI OCTatOTCA HEM3MEHHbIMW. Ha ciesyroLlem pucyHke npeacraBieHa 3Ta

cpesa.

O =

Domain  Certificate  Web Enrollment
controller server front-end server

CueHapum 1. Hactporka orpaHMUYEeHHOro
AenernpoBaHna ANa NOJIb30BaTENIbCKOW
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B 3TOM pa3sgene onuncaHo, Kak peaan3oBaTb OrpaHNUYEHHOE AenermpoBaHue cy>obbl ans
nosb3oBatenen Ha npokcu-cepsep (S4U2Proxy) nam orpaHuyeHHoe genermpoBaHune
kerberos npu ncnonb3oBaHWM NOAL30BATENIbCKOM YUETHOM 3anmcy Cy>Kbbl 418 MPOKCU-

CTpaHuy, Beb-perncrpaummn.

1. JobaBneHne nmeHu cybbekTa-cny>kbbi B yueTHyto
3anucb cy>Xb6bl

CBAXXNTE YUYETHYHO 3anncb cnyxbbl ¢ MMeHeM cybbekTa-cay>xbbl (SPN). Ana atoro

BbINOJIHUTE CAeAytoLme AeNCTBUS:

1. B pasgene MNMonb3oBarenun n komnbrotepbl Active Directory nogkntoumtechb kK

AoMeHy, a 3aTtem Bbibepute PKI>PKI Monb3oBatenwm.

2. lLlenkHW1TE NpaBoOn KHOMKOW MbILIWN YUYETHYHO 3anucb cy>6bl (Hanpumep, web_svc)

1 BbibepuTe NyHKT CBOUCTBA.
3. BeibeputeServicePrincipalNamepeaaktopa> atpnbyToB.

4. BBegunTe HOBYHO CTPOKY MMeHW cybbekTa-ciy>bbl, Bbibepute [LobaBuThb (Kak

nokKasaHo Ha c/iedytoLeM pUcyHke) n Haxxmute kHonky OK.

™

File Action View Help
| i o= % 3 =2 2 — doe B —
e | pE /B XEdE HER AR ETER
: Active Directory Users and Computers)| Name Type Description
= Saved Queries &, piiAdmin User
w I3 contoso.com &web o
» [ Builtin N =b_sve Properties
| Computers
. [Z] Dormain Controllers Organization  Published Certificates ~ Member Of  Passwond Replication
3 : - - Dialn Chject
| ForeignSecurityPrincipals o Addre;a A Multi-valued String Editor >
| Keys
2 London Hemoscomal | Bemoiell e servicePrincipalName
> H LostAndFound Attributes: :
| Managed Service Accounts Value to add:
- - Attribute
v @l Mumbai Add
2 Phoenix sAMAccountMame Vaiee:
v &1 PKI sAMAccount Type T TE oMo
- ; /ContMemPho Rem
2| PEl Users scriptPath HTTP/ContMemPho.contoso.com s
| Program Data sDRightsEffective HTTP/webenroll 2016
= Shanghs secretary HT TP webenrcll2016.conteso.com
= securityldentifier
| System aieion
—_! ::[;SS seralMNumber
et Qulotas serverReferenceBL
- TPM Devices servicePrincipalMame
shadowExpire
shadowHag
shadowlnactive
shadowlastChange
<
Cancel
Edit
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Bbl Takxe MoxeTe ncnosb3zosatb Windows PowerShell gnas HacTponkm nmenm
cybbekTa-cnyxobl. Jns atoro otkpounte okHo PowerShell ¢ noBbiweHHbIMU
NPUBUAErMAMN N BbIMOJHUTE KOMaHAY setspn -s SPN Accountname. Hanpumep,

BbIMOJIHUTE CIEAYHOLLLYHO KOMaHAY:
KoHconb

setspn -s HTTP/webenroll2016.contoso.com web_svc

2. HacTtpownka aenernpoBsaHus

1.

HactponTe orpaHuueHHoe genervpoBaHue S4U2proxy (Tonbko Kerberos) B
y4eTHou 3anucy cnyxbebl. [aa 3Toro B gnanoroBom okHe CBOMCTBA y4eTHOM
3anucn cny0bbl (Kak onucaHo B Npeabliayliein npoueaype) Boibepute
[lenernpoBaHue>a0BepATb 3TOMY M0JIb30BaTE/NIO TO/bKO A Ae/NernpoBaHunA

yKa3aHHbIM cay>xb6am. Ybeamtecsh, uto BoibpaH napametp Mcnonb3oBaTtbh TONAbKO
Kerberos .

web_svc Properties I >

Organization  Published Cerfficates =~ Member Of  Password Replication
Diigldn Object Securty Environment Sessions
Remote cortrol ~ Remote Desktop Services Profile COM+  Attibute Editor
General  Address | Account Profle  Telephones — Delegation

Delegation is a securty-sensitive operation, which allows services to act on
behalf of another uger.

() Do mot trust this user for delegation
() Trust this userfor delegation to any service (Kerberos anly)
(®) Trust this user for delegation to specified services only
(@) Usze Kerberos anly
(") Use any authentication protocal
Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service

HOST Cortpkimum contoso.com

IpCss Cortpkimum contoso.com

£ >
[] Expanded Add... Remaoye
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2. 3aKpoWnTe ANanoroBoe OKHO.

3. B gepeBe koHconu BbibepnTe KomnbroTepsbl, a 3aTeM BbibepuTe YUETHYHO 3anmnch

KOMMbIOTEPA BHELLHEro cepBepa Beb-perncrpaLmm.

O MpumeuaHue

OTa yyeTHas 3anucb Tak>XXe Ha3blBaeTCs "yYeTHOW 3anmcbio KoMMbtoTepa"”.

4. HactponTe orpaHuyeHHoe genervposaHue S4U2self (nepexos k npotokony) B
YYETHOW 3anmcn KoMnbroTepa. s 3Toro wenkH1uTe NpaBov KHOMKOW MbILLM
YYETHYH 3anncb KOMMNbrOTEpa 1 BbibepuTe
CeouictBa>/lenernposaHuve>[losepaTb 3TOMy KOMMbIOTEPY TOJIbKO ANA
AenerMpoBaHma ykasaHHbIM cny>kbam. Beibepute napametp Micnonb3oBatb

nrobown MPOTOKOJ NPoBEPKUN NMNOAJTMHHOCTN.

T - =

I = Properties ? x

Location Managed By Object Securty Chaldn Attribute Editor
General Operating System Member Of Delegation Password Replication

Delegation is a secunty-sensitive operation, which allows services to act on
behalf of another user,

() Do not trust this computer for delegation
() Trust this computer for delegation to any service (Kerberos only)
{®) Trust this computer for delegation to specified services only

() Use Kerberos only

(®) Lse any authentication protocal

Services to which this account can present delegated credentials:

Service Type  User or Computer Port Service

HOST Contpkimum .contoso .com

pCss Contpkimum.contoso.com

< >
[ Expanded Add... Remove

3. Co3paHune n npusaska SSL-ceptndukara gna
perncrpauuu B IHTepHete

UTO6bI BKAKOUMTL CTPAHULbI perucTpaumm B VIHTepHeTe, co3gante ceptudmkaT JOMeHa
Ans Beb-canTa, a 3aTeM NPUBAXKUTE ero K Beb-canty no ymonyvaHuto. [1na atoro

BbINOJIHUTE CNeAytoLLme AeNCTBUS:
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1. OTkponTe ancnetuep cayxo IIS.

2. B nepee koHconu Bbibepute <HostName>, a 3atem — CepTudukaTbl cepBepa.

O MNpumeuaHne

<Y3na> — 370 Ums MHTep(I)eVICHOFO Be6—cepBepa.
File View Help

@~ ﬁ. i GJl "R R RN 5 e Home
| W L 1 | o
W: Start Page -
= | ilter: - G = \& 4
& H_:_:. i s (conToso! Filter: o =y Show All | Group by:  Area
.} Application Pools I5
w (&) Sites - I e -
C e s 9 = el
v . Default Web Site = ’_!-E; .E_.| G 5 _J|
+ CertEnroll ALSP Authentic... Compression  Default Directory  Erro
B CenSiv Document  Browsing
) e &= : Fa
‘lqﬂ i"”ﬂ o= Lag) i."t%
Medules Cutput Bequest Server Wearker
Caching Filtering Certificates | Processes

Management

5 & &

Configurat... Feature Shared
Editor Delegation Configurat...

A,

3. B meHto AenctBusa Boibepute Co3gatb cepTudurKkaTt AOMeHa.

4. Mocne co3paHma cepTnudukata BolbepnTe Beb-caiT No ymonyaHuio B AepeBe

KOHCO/K, a 3aTeM BbibepuTe MpuBA3KW.

5. Y6eautech, uto ans napametpa MopTt 3asaHo 3HaueHne 443. 3aTeM B pa3gene
SSL-ceptudukart Bbibepute ceptndukart, Co3faHHbIA Ha ware 3.
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1y

Type Host Mame Port IP Address Binding Informa...
http 30 .
Add Site Binding ? >
Type: IP address: Port:
| https ~| |All Unassigned ~.-| ‘443 |
Host name:
] Require Server Mame Indication
S5L certificate:
webenroll ol | Select... View...

6. Haxxmute kHonky OK , utobbl mpmBsa3aTh ceptnudukar k nopty 443.

Add...

Edit...

Remove

Browse

Cloze

4. Hactpoiika BHelwlHero cepBepa Beb-permcrpauumn ans
NCMONb30BaHNA YYETHOMW 3anncn cnyxxbbl

 BaxxHo!

Y6e,£|,|/|Ter, UTO ydeTHadA 3anuncb CJ'Iy>K6bI ABNAETCA YaCTbHO JIOKaJibHbIX

aamMuHuctpartopos vau IIS_Users rpynnel Ha Beb6-cepBepe.

B vy - |Local Uyary mnd Grospe fLocallGroups]

Rl Adios View Help

ez &L B

& Ezcil Usen ard Graogi [Locsl]
U
fumepn

M

% Boceis Contral Apsist

| i & pmmitimers
% Bachup Dpenterd

8 Conficate Seroce 00

B Criptographe Opee
B Dtsbated SO Users
% Beent Log Readen

B oty

B Hvpe-Y Admammteten

j o e

B Hostaroek Comfquestn

Desonption

Wiemben of thes growp ran semotely guery matharintion stinbutes snd permemsions for sepoerces. on This compater,
Agdriiriton ive Emprels vl ureiTcied booee 10 e Corspruber dymen

Beciup Dpmrstinh Lan cvece secundy estisiben le he sele purpee o badkng ug & meitimng lies

Member of tht groug s aliowed Lo comneet b2 Dotdicston Authortun m thi engigris

Member: s mathomed to pedorm cryplogqaphic oparstiont

Wheerberr e aontd b Busch, pimsbe and ase Drrnibones {OM otyects on tea machane

Wesmban of this groug S sead event loge Frofm lecal meckase:

(Gugits hitwe thi darmen s i sermbers of the Diers group by Sefuull oceph lod the Guesl scbount which i TusSer seilnsied
Warnbert of thin grous Raws cemplee mmd unnstctod scomi 1o 51 frstures of Hypoi,

e grzspannd by brhemed irfamgtion eracr

Meember: m B gresip Can have some sdmereiratee privbeges 1o marage configerehen of netsoriong lerhee

O Perfnemance Log Uses Wiesben of ths geoup sy sohesult loggog of pefaimasoe Counters, enable e Srovaden, ind 0ol even traes Doth boelly and e smote mooeny i th |

1. WenkHuTe npaBoi kHomnkor Mbiwmn DefaultAppPool v Beibepute MyHKT

,U,OI'IOHHI/ITEI'I bHbl€ MapaMeTpbl.
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EE Internet Infoemation Senaces (I15) Manages

4 o vEEE B ER_ | v Apglication Pouts
File Wiew Helg
Lonnestions
Q-2 @ W Application Pools
l-;l Saar Page

& 4| This page lets you view and manege the list of spphcation pocis on the senver. Application pocls s associsted with
YoTEE o me e ameng different apphoaticng.
oo Apphcation Poals

v - Sites Filter. « W io -(ghShowall | Groupbi Mo Grouping
s i Default Web Site Hsere: Seatus;  METCLRV._  Managed Pipel  Identity Applications
r CertEnroll ‘:'WNH‘J’:FPPW T SEamted WAl |M‘t!.f“tl‘-'  —rekazchuab, rue | —
¥ Ceite ...: Add Appcabien Pool...

Set Appheabon Pool Defsults...

B Swop
Recycle...
Bt Sty
Resyeling..
Advanced Setlingy
Renamg

&, Rerove

Vet fpphcatons

B Hep

2. BeibeprteObpaboTaTth yaoctoBepeHnemoaenv >, Bbibepute Nonb3oBartenbckasn
y4yeTHas 3anucb, a 3aTeM HaXXmMuTe KHOMKY 3aAaThb. YKaxuTe nma n naposb
YyYeTHOU 3anmcum cnyxosbl.

| % Process Model
Generate Process Model Event L

Identity Application Pool ldentity ? b4
|dle Time-out (minutes)

Idle Time-out Action

Load User Profile

Maximum Worker Processes

Ping Enabled

Ping Maxirnum Response Time | 4

Ping Period (seconds) contosoiweb. svc

Shutdown Time Limit (seconds) 4

i) Built-in account:

(® Custom account:

Startup Time Limit (seconds) 1
| ¥ Process Orphaning
L Enabled QK Cancel
| ldentity o

3. Haxxmute kHonky OK B granoroBom okHe HacTpoiika y4eTHbIX JaHHbIX U

yA,0CTOBEpPEHUs NMyna NPUIOXKEHUN .

4. B pa3pene [lononHutenbHble napameTpbl Hanante MyHKT 3arpy3nte npoduab

noJsib3oBartenda v y6ep,|/|Ter, 4YTO ANA HETO 3a4aHO 3Ha4deHne True.
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Advanced Settings 7 .
Limit Action Mohction |
Lirnit Interval {minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4204967295

Processor Affinity Mask (B4-bit ¢ 4294967295
v  Process Model

Generate Process Model Event L

Identity contoso\web_svc
|dle Time-out {minutes) 20

Idle Time-out Action Terminate
Maximurm Worker Processes 1

Ping Enabled True

Ping Maximurm Response Tirne | 90

Ping Pericd (seconds) 30

Shutdown Time Limit (seconds) 30
Startup Time Limit (seconds) a0

5. lNepe3arpysnte KoMnbrOTEP.

CueHapum 2. HacTpouka orpaHUYeHHOro
AenernpoBaHmNA B yHETHOM 3annucu
NetworkService

B aTOM pa3gene onuncbiBaeTca peanmsaumsa orpaHUYeHHoro genernpoBanma S4U2Proxy
nan Kerberos npu ncnosnbsosaHum yuyetHoun 3anucu NetworkService ana ctpanny,

NpOKCcU-cepBepa BeEO-perncrpaumm.

Heob6sa3zatenbHbin war. Hactponka numeHu ans
NoAK/IFOYEHUNN

Bbl MOXeTe Ha3HauUNTb UMS POAN BED-perncTpaLmm, KOTOpyr KAUEHTbI MOTYT
MCNONb30BaTh AN NOAKAOUEeHMA. Takas KOHGUrypaLumsa o3HauaeT, UTo BXoAsLLNe
3anpockl He A0/IXXHbI 3HaTb MMsA KOMMbOTEPA BHELLHEro cepBepa Beb-perncrpaumm nim

ApYyrve cBeAeHVA O MapLipyTU3aumnm, HanpumMmep kaHoHnyeckoe dns-uma (CNAME).

Hanpumep, npesnonoxum, 4to nMs KOMMbloTepa cepBepa Beb-perncrpaymm —
WEBENROLLMAC (B gomeHe Contoso). BMecTo 3Toro Bxoasuime NnoAKAHYEHNA AOXKHbI
ncnonb3osatb nms ContosoWebEnroll. B atom cnyyae URL-agpec noakntoueHus 6yaet
CnefyroLwnm:

https://contosowebenroll.contoso.com/certsrv
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370 He ByaeT cnepyrollee:

https://WEBENROLLMAC. contoso.com/certsrv
YT06bI MCNOIb30BaTh TaKytO KOHPUTYpaL Mo, BbINMOAHUTE CAeaytoLne AeNCTBUA.

1. B danne 3oHbl DNS ans gomeHa co3ganTe 3anncb NCEBAOHMMA UK 3aNNCb UMEHMN
y3/1a, KOTopas comnocTaBaseT HOBOE UMA NoakatoueHus ¢ IP-agpecom poan Beb-
pernctpauun. Vicnonbsyite cpeacTBO NPOBEPKM CBA3M A8 MPOBEPKU

KOHPUrypaLmm MapLupyTm3aLmm.

B npmmepe, KOTOpbIV OblN PacCMOTPEH paHee, Contoso.com Gara 30HbI UMeeT

3anuncb NceBaoHUMA, kotopas conoctasaseT ContosoWebEnroll ¢ IP-agpecom
ponn Beb-perncTpaumm.

2. HactpoliTe HoBOe MMs B KayecTBe MMeHU CybbeKTa-cny>K6bl 418 BHELLHEro
cepBepa Beb-perucrtpaumm. ins 3Toro BeINOAHWUTE Cleayrolime AeNCTBUSA:
a. B pasgene Monb3osatenn 1 komnbtoTepbl Active Directory nogkatounTtecs K
AOMeHy, a 3aTeM Bblbepute Komnbrotepbl.
b. LLlenkHWTe NpaBoi KHOMKOW MbILWW YYETHYHO 3anmncb KOMMbIOTEPa BHELLHEro

cepBepa Beb-perncrtpaymm v Boibepute MyHkT CBOMCTBA.

O MpumeuaHme

JTa yyeTHas 3anncb Tak>Ke Ha3blBAETCS "yYEeTHOM 3anncbio KOMMboTepa'.

c. BoibeputeServicePrincipalNamepepakropa> atpnbyTos.
d. Beeaute HTTP/<ConnectionName>.<DomainName.com> HaxXmunTe KHOMKY
[o6aButb, a 3atem Haxxmute kHonky OK.

O MpumeuaHme

B atoun ctpoke <ConnectionName> — 3To HOBO€ MMS, KOTOPOE Bbl

onpegenvan, a <DomainName> — 370 nmsa gomeHa. B npumepe ctpoka
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nmeeT 3HauyeHue HTTP/ContosoWebEnroll.contoso.com.

Fite Action \View Help
o nm&o|X

2 Active Directory Users and C0 Garerl Operabing System Member OF Debacation Password Fephcation

Saved Queries location  Maranmd By Obimet  Samg#y Dl Affibute Eddor
v i3 CT:'MET:I:::W“ itirl'.:\. Multi-valued String Editor x
Coamputers Agink  Atebige saraca PrncipalMames
2. Domain Controllers 25M
ForeignSecuntyPrincip 1M T""ﬂ!"'a'dd
Keys o Add
LestAndFawnd secrl Vishues
Managed Service Acca 88 LT AWEBENROLLMAC
Program Data gead T i C =0
2 ServiceAccounts senid g ~ordand com
1 System sand
Users shag
KWNTOS Muintas ehas

1. HacTtponka genernpoBaHus

1.

2.

3.

Ecnv Bbl elle He NOAKNHOUMANCE K JOMEHY, BbIMOJIHUTE 3TO B pa3aene
Monb3oBatenn n komnbtotepbl Active Directory, a 3aTtem BbibepuTe

KomnbloTepsi.

|.|.||eﬂKHVITe HpaBOVI KHOMKOW MbILUIW YYETHYHO 3anncCb KOMMbHOTEPA BHELWHETO

cepsepa Beb-peructpaymm n Boibepute MyHkT CBOMCTBA.

@ MpumeyaHue

OTa y4eTHas 3anucb TakXe Ha3blBaeTCs "yYETHOW 3aMnCbio KOMMboTepa"”.

Boibepute flenernpoBaHme, a 3ateM BbibepuTte [loBepAaTb 3STOMY KOMMNbIOTEPY

TOZIbKO AnAa genernpoBaHnA yKasaHHbIM CJ'Iy)KGaM.

O MNpwumeuaHne

Ecam Bbl MOXeTe rapaHTMpOBaTh, YTO KAMEHTbI BCerga 6yayT ncnonb3osatb
npoBepky noganHHocTh Kerberos npu nogkaroueHnn K sToMy cepsepy,
BbIbepute Ucnonb3osaTtb Tonbko Kerberos. Ecan HekoTopblie knneHTbl byayT
MCNo/b30BaTh Apyrme MeTobl NPOBEPKMN MOAJNHHOCTH, Takne kak NTLM nan
npoBepKka NOAJMHHOCTU Ha OcHOBe dopM, BbibepuTe Mcnonb3oBaTtb Atob6om

NpPOTOKON NPOBEPKM NOAJIMHHOCTN.
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WEBENROLLMAC Properties 7 X

Li=ntian Manazed By Cence Samurty Chalin Apwbate Edior
Generl  Cporaling System Member Of  Delegafion  Paggwend Fleplcation

Dielagation s & seourky sermione operston, which allows sernces to act on
behall of another user

(Z} Do not tust Bha computer for delegaton
- F
(8] Trust this compuier for dalagabion in speciied sanvices oy
() Lz Kaberos ey

Sarvices to which thia sccound can prasent delegated crederiin.

Sarvicn Type  User or Compuber Pt Sarvece B
HOST PHISarcer coniosn.com
pes. PElServer confoan com
£ »
(] Epanded add

ot | [ [ e

2. Co3paHuve v npusaAska SSL-ceptndukara ana

peructpauum yepes MiHtepHer

Utobbl BKNHOUUTB CTPaHULbI pernctpaumm B IHTepHeTe, co3aarite cepTudmkaTt JoMeHa

Aans Be6-ca|7|Ta, a 3aTeM NpumBAXUTE ero K nepBomMy ca|7|Ty Nno yMOJIHaHUHO. AJ'IFI 3TOro

BbINOJIHUTE CAeAytoLme AeNCTBUS:

1. OTkponTe ancnetuep lIS.

2. B nepeBe koHconu Bbibepute <HostName>, a 3atem B 061acTn AeNCTBUN

BbibepuTe CepTMduKaThl cepBepa .

O MpumeyaHue
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<Y31a> — 370 UMs UHTepdeicHoro Beb-cepBepa.

File View Help

@~ ﬁ. | GJl E W N E Home
o | -
| &5 Start Page -
- { [ s ¥ G = WEa] .
& ﬁ.:‘} i 4 (coNTOsO! Filter: o = wg Show All | Group by:  Area
.} Bpplication Pools I5
w @ Sites - &3 . e
C L= } - ALy
v &) Default Web Site = ?E} 5__,' & 3 _‘|
+ CertEnroll AP Authentic... Compression  Default Directory  Erre
¥ CertSrv Document  Browsing
e % - . A
M o+ & B 2
Medules Output Bequest Server Worker
Caching Filtering  Ceémificites | Processes
Management
— = 0 T"
S - W=
Configurat... Feature Shared
Editor Delegation Configurat...

3. B meHto AenctBusa Boibepute Co3gatb cepTudurKaTt AOMEHaA.

4. Mocne co3paHuns ceptnudukata Bbibepute Beb-cant no ymonyaHuto, a 3atem —

Mpueaskn.

5. Y6eautech, uto ana napameTpa MopT 3agaHo 3HauveHne 443. 3atem B pa3gene

SSL-ceptudukart Bbibepute cepTndukart, co3saHHbI Ha ware 3. Haxxmute KHomnKy

OK , utobbl npuBA3zaTth ceptndurkaTt K nopty 443.

Edit Site Binding T * |
Type
https | Type IP address: Part: :I
hitps All Unassigned W | (443
Host name
e
] Require Server Mame Indication
SSL certificate:
contosowebenroll.contoso.com u Select,. View...
Close

3. Hactpouka BHeluHero cepsepa Beb-perucrpauymm ans
ncnosb3oBaHuA yuetHon 3anncm NetworkService
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1. WenkHuTe npaBoi kHornkol Mbiwmn DefaultAppPool v Beibepute MyHKT

,D,OI'IOHHIATEII bHbl€ MNapaMeTpbl.

ua. Internet Infoemation Senaces (I15) Manages

E0 0 | v BB+ Application Pogis
File Wiew Helg
ETIE "ﬂ Application Pools
Wy Sam Page

: " This page lets you veew and manege the list of spphoation poci on tbe sefver Applicstion pools sie associsted with
v BEE N e e among different applicaticns.

¥ Apphication Pools

w T Sibes Filter: » W o - Showall | Group by Me Grouging *
w i Default Web Site Mame Seatus  METCLRV._  Managed Pipel_  |dentity Applications
) CertEnrcll LT T I 1 1 1 I i — —
I CenSre D Add Applcation Pool..

Set Appheabon Pocl Defuits...
JLart
B Stop
= Recycle..
I3 Basic Settnga..
Recyeling..
Advanced Setings_
Renane
K Resvioe

1

Vet Appheabions

| Help

2. Boibepute NaeHTndunkatop mogenn> obpabotkun. Yboeamtecs, 4Yto BbibpaHa
BCTPOEHHas yuyeTHas 3anuchb , a 3ateM Bbibepute NetworkService. 3atem

Haxxmute OK.

F oL s che T a e A SRR A ciithh, i o bmimonng of FICHE BPRcateons, and provide olahon among diferent

Mansged Fipeline Mede Integrated ]
Marme DelauktippPonl
Cueue Length 1000

: m Wode SO Damand Bppleation Pool Identity T X
Lirnuit {percent) 1] I
Lirmit :ct-nn Mohction @ Bult-in accouet
Lievsit Inteeval (rrnites) 5 NetworkSenace e
Pracessor Affinity Enabled Fadse L
Processar Affinity Mask AIEDET24S L) Custem sccount:
Pracessar Affimity Mask (54-bit ¢ JX9E067295

~  Process Model
Generate Precess Model Event L
|dritsty Hetwaikberice
Idle Tirrve-out {rminutes) 20 Cancel
Idie Time-out Action Tesrmimate
Load User Prahile True
Mexirmum Worker Processes |
F‘lrlvg' tmi:ra_d True b

Identity

[idertity Type, usermame, password) Configures the application pool to run
a5 bull-in account, Le Application Pool dentity (recommended), Network
Senvice, Lecal Systemm, Local Senace, of 25 b specilic user identity,

QK Cancel

3. B pasgene [lononHutenbHble cBONCTBa HavianTe MyHKT 3arpy3untb npodunb

nonb3oBaTens, a 3aTeM ybeanTech, UTo A1s Hero 3ajaHo 3HadeHve True.
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Advanced Settings ? x
| Limit Action * MoAction |
Limit Interval (minutes) 5
Processor Affinity Enabled False
Processor Affinity Mask 4204067295

Processor Affinity Mask (84-bit ¢ 4294067293
v  Process Model

Generate Process Model Event L

Identity NetworkService

|dle Time-out {minutes) 20

lelleTinacmauilockion Toscainat

Load User Profile True w
T TWTCATTTUTIT VeI REl PIOLESeEs T

Ping Enabled True

Ping Maxirnurn Response Time | 80
Ping Pericd (seconds) 30
Shutdown Time Limit (seconds) 90
Startup Tirne Limit (seconds) ah
+ Process Orphaning
Enabled Falze bl

-Lo;d User Profile -

[loadUserProfile] This setting specifies whether |15 loads the user profile for
an application pool identity. When this value is true, 15 loads the user
profile for the application pool identity. et this value to false when you re...

QK Cancel

4. Mepeszanyctute cnyxoy lIS.

Ctatbu No Teme

[lononHuTenbHble cBegeHns 06 3TUX NpoLeccax cM. B pasgene MNposepka Mo/ MHHOCTY

nosab3oBaTenen Be6-NpuaoXeHNN.

[lononHuTeNbHble CBeAeHNA O paclumpeHmsax npotokonoB S4U2self n S4U2proxy cm. B

CcneAyroL X CTaTbsX:

e [MS-SFU]: PacwmpeHuns npotokona Kerberos: cnyxba ana nonb3oBatens un
MPOTOKOJ/1a OrPaHNYEHHOrO AeNernpoBaHuns

e 4.1 Mpumep oaHon obnactn S4U2self
e 43 lpunmep S4U2proxy

O6paTtHas cBA3b
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BblAN U CBeieHnA Ha 3ToM cTpaHuue noaesHbimn? | & fa

< Her

OT3bIB 0 NpoayKTe
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