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MowaroBas MHCTPYKLUS MO HAacTpolKe Ha Beb-calTe IIS Ha Windows Server 2012 R2 npo3spayHoi aBTopuauumn ao-

MEHHbIX noJsib3oBaTeseit B pexxume SSO (Single Sign-On) no npoTtokony Kerberos.

Ha Be6 cepBepe 3anycTtuTe KoHcosb [IS Manager, BbiGepuTe Hy)XXHbI caliT u oTKkponTe pasgen Authentication. Kak Bbl
BMAMTE, MO YMOJIYaHUIO pa3peLleHa ToNbKO aHOHUMHasi ayTeHTUdMKaums (Anonymous Authentication). OTknitouaem

ee u Bktoyaem Windows Authentication (IS Bcerga cHayana nbiTaeTcsl BbINOJIHUTD @aHOHUMHYHO ayTEHTUPUKALNIO).

s Internet Information Services (1153 Manager

— —

e ‘@ v E v Sites » Default'ieb Site »

File  iew Help

Connections e . .
Q- il 18, &) Authentication
i H_'_ﬁ akkage g Group by: Mo Grouping T
493 [ wd (0 dhdiiil I <
) Application Poals Marme Status Response Type
B e Anonyrmous SAuthentication Disabled
D’@ Default Weh Site ASPMET Impersonation Disabled
D@ WSS Administration Forms &uthentication Disabled HTTP 302 Login/Redirect
EWindowes Authentication Ernabled HTTP 41 Challenge

(https://winitpro.ru/wp-content/uploads/2016/05/iis-windows-authentication.jpg) OTKpbiBaeM CNm1coK NpoBanaepos,
BocTynHbIx Ans Windows ayteHTudukauum (Providers). Mo ymMonyaHuio AOCTYNHbI ABa npoBaiigepa: Negotiate v
NTLM. Negotiate — 3TO KOHTeHep, KOTOPbIN B Ka4YeCTBE NepBOro MeTofa NpoBepKu NoASMHHOCTM UCMONb3YeT
Kerberos, ecnu ata ayTeHTUdUKauus He yaaetcs, ucnonbsyetcss NTLM. Heobxogumo, 4Tobbl B CNMCKe NpoBalngepos

Metoa Negotiate ctoan nepBbim.
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Cnepytowmii aTan — pernctpaumsa Service Principal Name (SPN) 3anuceit ana nMeHu caiita, K KOTopomy 6yayT obpa-
WwaTbcA nosb3oBatenu. B Tom cnyyae, ecnu cant IS gosxeH 6bITb AOCTYNEH TONBKO NO UMEHU CepBepa, Ha KOTOPOM
oH pacnonoxeH (http://server-name unu http://server-name.contoso.com), cosgasaTb AoNoJIHUTENbHble SPN 3anucu
He Hy>xHO (SPN 3anucu yxxe uMetoTcsi B yUeTHO 3anucu cepsepa B AD). MNpu UCNonb30BaHWM agpeca caiTa, oTiany-

HOro OT UMEHU XOCTa, UM NPU NOCTPOEHMU Be6-PepMbl C 6anaHCUPOBKOIA, NPUAETCA NPUBA3bIBATb AONOJIHUTENb-

Enabled Providers:

Providers [2 I

Select a provader from the list of available providers and chck Add

A Click here tolearn h
configure Extenided

Protection,

Dizable

Advanced Settings..,

Prowviders.., I

to add it to the enabled providers.

Hble 3anucu SPN K y4E€THOM 3anncu cepBepa U nonb3oBartens.

Mpeanonoxum, y Hac nmeeTcs tepma lIS cepeepoB. B aToM cfiyyae onTMMasbHO CO3A4aTb OTAENbHYHO YUYETHYHO 3a-

nucb B AD 1 npueasatb SPN 3anuncu k Hei. 3-nof 3ToM e y4eTHoW 3anucum 6yayT 3anyckatb Lieneson Application

Pool Haluero caiTa.

Cos3pgaanm JOMEHHYIo YYeTHYHO 3anuch iis_service. Y6eanmcs, yto SPN 3anucu ans aToro o6bekta He Ha3HayeHbl

(aTpubyT servicePrincipalName nycToit).
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(https://winitpro.ru/wp-content/uploads/2016/05/servicePrincipalName-empty.jpg) [peanonoxmm, 4To canT fosmKeH
oTBeyaTb Nno agpecam _http://webportal and _http://webportal.contoso.loc. Mbl fo/mkHbI NponucaTb 3TU agpeca B

SPN aTpubyT cny>Xe6HOM y4eTHOM 3annucu

Setspn /s HTTP/webportal contoso\iis_service

Setspn /s HTTP/webportal.contoso.loc contoso\iis_service

_all W“wils_seruvice

=flccounts . 0l=
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(https://winitpro.ru/wp-content/uploads/2016/05/Setspn-s-HTTP.jpg) TakuM 06pasoM, Mbl pa3peLlnmM 3TON yYeTHOM
3anucu pacwmdpoBbiBaTb TUKETbI Kerberos npu obpalleHnn nonb3oBaTtesielt K JaHHbIM agpecam 1 ayTeHTUpuumpo-

BaTb CeCCUWN.
MpoBepuTb HacTpoinkn SPN y yueTHOM 3arnmcu MOXHO Tak:

setspn /1 iis_service
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CoeerT. Kerberos He 6ynet

pa6oTaTb KOPPEKTHO NpuW Hanuuun ayénupyrowmx SPN y pasHbix 3anuceit go-

MeHa. C NoMoLLbHO crieaytoLLeit KoMaHAbl, yoeanTecn, 4to aybnvukatos SPN B ,OMeHe HEeT: setspn -x

Cnepytowmin atan — HacTpoiika B |IS Application Pool gns sanycka us-nog cosgaHHon cepBUCHOW yYETHOW 3arnuncu.

Bbi6epuTe Application Pool caitta (B Hawem npumepe aTo DefaultAppPool).
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(https://winitpro.ru/wp-content/uploads/2016/05/DefaultAppPool.jpg) OTkpoiiTe pasgen HacTpoek Advanced Settings

n nepengute K napametpy ldentity.
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[identityType, usernarne, password] Configures the application pool to run
a3 built-in account, i.e, Application Pool [dentity (recommended), MNetwark
Service, Local Systern, Local Service, or as a specific user identity.

Ok | | Cancel

(https://winitpro.ru/wp-content/uploads/2016/05/iis-pool-advanced-settings.png)1ameHuTe ero c

ApplicationPoolldentity Ha contoso\iis_service.
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[idertityType, username, password] Configures the application pool to run
as built-in account, i.e. Application Poal ldentity (recommended), Metwark
Service, Local Systern, Local Service, oras a specific user identity,

Ok ‘ ‘ Cancel |

(https://winitpro.ru/wp-content/uploads/2016/05/iis-pool-identity.jpg)
3aTeM B KoHconu IIS Manager nepeiante Ha cBOW caiT 1 Bbi6epuTe cekuuto Configuration Editor.

B BbIMapatolleM MeHto nepenanTe B pa3gen system.webServer > security > authentication > windowsAuthentication

q Configuration Editor

Section: systerawvebServer/security/authentication/s = From: ApplicationHost.config <location path='"De =

4 Deepest Path: MACHINE/WEBROOTfAPPHOST/Default Web Site

authPersisthonMTLR True
authPersistingleRequest False
enabled True
- extendedProtection
providers (Count=2)
usehnpba ' " True Ei

usekernelbdode True

(https://winitpro.ru/wp-content/uploads/2016/05/useAppPoolCredentials.jpg)
N3meHuTe useAppPoolCredentials Ha True.

TeM cambiM Mbl paspelunm |IS ncnonb3oBaTb JOMEHHYHO YUYeTKY Ansa pacwmndpoBkm 6uneTtos Kerberos

(https://winitpro.ru/index.php/2015/05/14/razmer-bileta-kerberos-i-problemy-ego-rosta/) oT Kn1MeHTOB.
MepesanycTtuM IIS komaHgom:

iisreset
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(https://winitpro.ru/wp-content/uploads/2016/05/iisreset.jpg) AHaNOrMUYHYO HAaCTPOWKY HYXXHO BbIMOJIHUTb Ha BCeX

cepBepax Be6-hepMmbl.

MpoTecTupyemM paboTy Kerberos aBTopusaumm, 0TKpbIB B 6pay3epe kKneHTa (6paysep HYXXHO NpeABapuTe/ibHO Ha-
cTpouTb Ansi ucnonb3oBaHust Kerberos (https://winitpro.ru/index.php/2018/01/22/nastrojka-kerberos-autentifikacii-v-

razlichnyx-brauzerax/)) agpec _http://webportal.contoso.loc
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Security Settings - Trusted Sites Zone
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https://winitpro.ru/index.php/2016/05/18/nastrojka-kerberos-avtorizacii-na-sajte-iis/ 6/15



24.07.2024, 17:40 HacTpoiika Kerberos aBtopusauum Ha canTe IIS | Windows Ansi cMCTEMHbIX aAMUHUCTPaTOPOB
Y6enuTcs, UTo ANs aBTOpM3aL My Ha canTe ucnosb3yetca Kerberos MoXXHO € MOMOLLbO MHCNeKTMpoBaHusa HTTP Tpa-

¢uka ytunutoi Fiddler.

3anyckaewm Fiddler, B 6pay3epe oTKpbiBaeM LiefIeBOW CaiiT. B n1eBOM OKHe HaxoAMM CTPOKY 06palleHus K cainTe.
CnpaBa nepexoAnM Ha BKnaaky Inspectors. CTpoka Authorization Header (Negotiate) appears to contain a Kerberos

ticket, roBopuT 0 TOM, YTO ANs aBTOpM3aumm Ha lIS cante ncnonbaosancs npotokon Kerberos.
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